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•Simplifying enterprise workforce management

•End-to-end solution ownership as OEM

•In-house manufacturing and R&D

•500+ global partner network

•10,000+ happy customers

•200+ strong team
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Why Us?



Access Control

Module



Benefits of Access Control System

No hassle with 

traditional keys

Keep unwanted 

visitors out
Keep track of who enters 

the facility
Increased security for 

sensitive areas

Prevent against 

data breaches

Increase ease of access 

for employees
Create a safe work 

environment

Reduce theft and 

accidents



Futuristic and Scalable

iApp, 21CFR Chapter 11 of US FDA capable software

Completely scalable as per your company's growth

Supports up to 65,000 devices and one million users

IP-based architecture with less wiring

No hassle to add new locations, users, and doors

Customization as per client’s requirements



Credential Management

Provision to revoke 

and re-issue user 

credentials

1

Identify employees 

via different 

credential methods

2

Multiple access 

permission for 

enrolling a single or 

multiple facilities 

3

Password policy 

configuration for 

secure software 

access

4



Access Rules Setup

Dual Authentication - Requires two people to 

access the door

Door Interlocking - Allows only one door 

to remain open at a time

Local/Global Anti-Passback - Prevents an employee 

from passing their credentials

Timed AntiPass back - Prevents a user from entering 

the same area twice during a set time duration.

Block User - To block a person from 

accessing a specific location



Access Rules Setup

Limit access - To limit the access of a user to  

particular areas

Concentrix circle - A multilayer security approach

Custodian rule - Requires credentials of a custodian 

first to access a particular door or area

Occupancy - Defines a range of max and min number 

of people to remain present in the room

Dead man zone - Used for hazardous areas to 

check whether the concerned person is alive or not.



Access Rules Setup

Interlocking with configurable door matrix - Door 

interlocking with provision to configure doors

Escort user - A host will be defined to accompany 

the visitor for hassle-free access.

Time occupancy - Sets time range for max and min 

number of people to remain present in the room



Configure different card formats as reader types

Define muster point settings in case of 

emergency 

Configure email notification templates for different 

door events

Provision to extract transactions on third 

party databases

Allows row punches of access control to be 

transmitted into the attendance module of iApp

Configuration Management



Report scheduler to send standard reports and 

user-defined reports

Customized screensavers on devices

Configure door management for access control 

and attendance

Set parameters for the buzzer and LED control for 

access allowed or denied

1024 configurable access groups and 27 access zones 

to control when and where the user has access

Configuration Management



Reports

Access comprehensive analytical data for 

essential elements 

Track every change in the system with admin 

log reports.

Verify compliance and identify any potential 

issues with audit log reports

Detailed reports on access details

Import and export card’s database with 

activation and deactivation details

Design your reports with report designer



Integrations

Integrate with other Spectra products like 

canteen, attendance, visitor management

Easy integration it with the contract 

compliance software

CCTV integration to capture unauthorized 

access attempts

Fire alarm integration to unlock all doors 

automatically

Elevator access control integration to enhance security



BFSI IT/ITES Pharmaceuticals

Spectra Clientele



GovernmentCorporate Houses & MNCsUnicorns

Spectra Clientele



Building & Construction AutomotiveHealthcare

Spectra Clientele



Thank 

You
For more information, contact us at

sales@spectra-vision.com
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